Lecture 33: Sarbanes-Oxley 
Learning Objectives:
1. Explain the significance of Sarbanes Oxley, and particularly sections 302 and 404 for IT services.

2. Discuss how the COSO, Cobit and ITIL frameworks can help in SOX compliance.
3. Discuss the process by which SOX compliance is achieved.
Introduction
As a results of American corporate frauds including Enron and WorldCom the Sarbanes Oxley Act (SOX) was incorporated into American law in July 2002

SOX represents the highest corporate governance bar raised anywhere in the world to date.

It is clear in the US and for global companies, business credibility involves compliance with SOX.

302

Summary of Section 302 
Periodic statutory financial reports are to include certifications that: 

• The signing officers have reviewed the report 
• The report does not contain any material untrue statements or material omission or be considered misleading 
• The financial statements and related information fairly present the financial condition and the results in all material respects 
• The signing officers are responsible for internal controls and have evaluated these internal controls within the previous ninety days and have reported on their findings 
• A list of all deficiencies in the internal controls and information on any fraud that involves employees who are involved with internal activities 
• Any significant changes in internal controls or related factors that could have a negative impact on the internal controls 

Organizations may not attempt to avoid these requirements by reincorporating their activities or transferring their activities outside of the United States 

From www.soxlaw.com
404
Summary of Section 404 
Issuers are required to publish information in their annual reports concerning the scope and adequacy of the internal control structure and procedures for financial reporting. This statement shall also assess the effectiveness of such internal controls and procedures. 

The registered accounting firm shall, in the same report, attest to and report on the assessment on the effectiveness of the internal control structure and procedures for financial reporting. 

Section 404 requires organisations to provide external auditors with documentary evidence of the functioning processes, systems and controls 

This primarily means IT controls.

‘The accuracy and timeliness of financial reporting depends on a well-planned and well-controlled IT environment.’  HP’s approach to Sarbanes Oxley Requirements. 

$1m fine and 10 year prison for knowingly certifying a financial statement that is not consistent with all sections of the act.

Fulfilling SOX may cost the average large US company $5.1 million in the first year.
SOX Process

Steering Committee

Includes Tax expert, Internal audit and IT.

Requires an implementation team.

Self-assessment

Risk Assessment to determine scope.

Formalised documentation

Internal control reviews
Use of CoBIT and ITIL

ITIL process guidelines plus CoBIT control objectives work together to accelerate SOX compliance

COSO :
The Internal Control-Integrated Framework, issued by the Committee of Sponsoring Organizations
1. Control environment – ethics, competence, authority



General Controls over IT environment



Controls over individual applications

2. Risk Assessment.

3.Control activities – policies, procedures, ITIL activities#

4. Information and Communication

5. Monitoring

Information security

Maintenance of existing systems

Computer operations

Development and implementation of new systems.

Information visibility and accessibility

Transparency and control of IT infrastructure.

Assessing quality of IT governance

CMDB is core element. Must be well maintained and touch every element of IT Processes

Security, Data retention (e.g. e-mail)

Service catalogue.

Metrics on availability

Clock discrepancies. Email timestamps

SOX compliance requires good IT governance. It requires all the functions in ITIL working together.

For example:

How many mainframe databases are there? Attached to legacy systems, to SAP, to Peoplesoft?

How many copies of each database exist?

Can IT guarantee that copies are exact?

Segregation of Duties: No one person has total control of  all aspect of a financial transaction.

Documenting employee access to computer systems.

Concepts
SOX, Coso,  CMDB, Clock discrepancies.
Questions
How can COSO, Cobit and ITIL connect together to deliver SOX compliance?

Why is the CMDB so important in the SOX process?
Activities
Look up some commercial courses on SOX for IT services. What do they consider to be the main element of SOX? How do they see IT involvement? Do they refer to COSO, Cobit and ITIL?
Reading
