Lecture 24: IT Services and Security 
Learning Objectives:
1. Explain the importance of management and processes in security

2. Discuss the emergent, second order security, effects of IT security procedures

3. Discuss the benefits of BS7799
Introduction
The maintenance of IT security is a key function of IT services.

This will require:

Development of policies

Monitoring and audit of policy implementation

Education and training

Enforcement.

 

We need to be:

Considering threats and risks

Developing backup procedures.

Protecting customer data.

Developing disaster recovery procedures.

 

Security

 

Information systems will be subject to negative events which may invalidate their use and cause damage to society, organisations and individuals:

 

How might the security of an information system be breached?

 

Setting security standards will involve:

 

Defining written policies for who has access to what

Defining Audit trail standards

Carrying out training of staff as to expected security awareness

Setting disciplinary standards

Using technical security measures such as two factor authentication

 

Information Security is about:

 

Confidentiality -protecting sensitive information from unauthorised disclosure.

Integrity - safeguarding the accuracy and completeness of information and computer software

Availability ensuring that information and vital services are available to users when required.

 

Technical and management security

There are two main strands of information system security implementation.

 

Technical security:

 

· Lock computer rooms and issuing passes. 

· Locks on computers. 

· Passwords. 

· Smartcards. 

· Locks on particular kinds of data.

 

Managerial security:

 

· Proper vetting of employees. 

· Dismissal and leaving procedures. 

· Training and ownership of security. 

· Good management culture.

 

 

Second Order Security Problems

 

Good information system security requires controls and safeguards.

 

Deterrent Management policies, access control.

Preventative Encryption

Detective Audits

Corrective Disaster recovery

 

But these bring problems with them. They have an impact particularly on organisational flexibility and adaptability.

 

Our security measures may cause new problems: second order security problems.

 

We can place such security restrictions on an information system such that it is effectively throttled.

 

Password restriction/ encryption discourages valid use,

Firewalls remove the flexibility to add web servers,

Removal of local disks reduces autonomy.

 

Security requires predictability and is threatened by organisational change.

It involves limiting allowed behaviour. EUC, Prototyping, open systems and interconnectivity all lead to a reduction in centralised security.

In an adaptive organisation we need an increased reliance on people rather than rigid technologies.

Standard setting rather than centralised control.

Logical safeguards - embedded control field e.g. check digits.

Throwaway security - protecting each desktop individually,. Software based and user linked.

 

How do we manage security?

 

We need to use a risk assessment method to analyse risk to information security and then manage those risk.

The UK provides a risk assessment methodology called CRAMM (CCTA's Risk Analysis and Management Methodology ). This involves two phases, risk assessment and risk management.

 

Risk assessment:

Identify and value 

· data assets 

· software assets 

· physical assets (e.g. hardware) 

 

Identify threats (hazards) to groups of assets 

· assessment of level of threat is High/Medium/Low 

 

Identify vulnerabilities of groups of assets 

· assessment of level of vulnerability is High/Medium/Low 

 

Assess level of risk from asset values and levels of threats and vulnerabilities

 

Risk Management

 

From this exercise, security risks are identified and can then be managed.

 

Codes of Practice for Information Systems Security BS7799

 

This code of practice covers how information systems security should be managed and what software support should be provided.

The BSI provides a standard for Information Systems Security policies and a standard for information security management systems that will support and implement those policies.

Both CRAMM and BS7799 are supported by software systems. 

 

The BS7799 Code of Practice covers:

 

· Development of written information security policy 

· Development of management structures and responsibilities 

· Development of authorisation processes for installing IT facilities. 

· Arranging independent audits of security 

· Identifying risks from third party connections. 

· Identifying and classifying assets - information, software and physical. 

· Addressing security at the recruitment stage and including it in job description. 

· Developing information security training. 

· Management of physical and environmental security. 

· Managing the security operation of networking facilities. 

· Planning capacity requirements, systems acceptance, change control to minimise risk of failure. 

· Virus detection and prevention 

· Back up management 

· User access management - registration, password management, user authentication. 

· Data and software access control. Audit trails, monitoring system use 

· Business continuity planning.

 

Security Requirements for E-commerce

 

Confidentiality : information kept secret

Authentication : origin of information is valid

Integrity: Information not intercepted by third parties on route.

Authorisation: only those who should access information get to see it.

Non-repudiation: Originator cannot deny sending message.

 

Security mechanisms

 

Private keys

Public keys

Digital Certificates

Secure Socket Layer (SSL)

Concepts
BS7799, Security Policies, Second order security.
Questions
Why is the management of IT security as important as the implementation of technical security.

Explain what is meant by second-order security.

What are the main output of BS7799?
Activities
1.  Computer Crime at the Malaria Institute

The Malaria Institute of Malaysia is an international institute for the study of malaria, founded by the World Health Organisation (WHO) in 1951. Its purpose is to help its member countries solve the problems associated with malaria through the development of vaccines and treatments, the study of its demography and the development of social and educational programmes. The Malaria Institute is governed by two organisations: the Malaria World Wide Research Organisation, part of WHO and a Directive Council consisting of ministers of health from member countries. The major proportion of the Malaria Institute’s budget comes from grants, particularly from US governmental aid agencies.

The Institute has four functions: training and development of human resources, technical co-operation, research and communication of scientific and technical information. It has a matrix management structure: a researcher might report to a project manager, the head of technical co-operation and a communication manager. Supervision is based on responsibility, employees are self-motivated and to a large extent, as in an academic institute, self-managing.

The Institute faces competition from universities and Non-Governmental Organisations (NGOs). It has large administrative overheads, unlike NGOs, and an inflexible process for negotiating research projects. Its budget is unstable, 70% comes from projects with limited timescales. This creates a sense of instability within the Institute. 

Problems with accounting and with procedures which contradicted American regulations for purchasing resulted in the appointment of a new administrator in 1989 whose task was to get things under control by implementing tighter administrative controls. The administrator is a very senior appointment, reporting to the Director of the Institute. There was an increasing budget deficit and things were seen as being financially out of control. The new administrator saw the development and implementation of a computer-based information system as a means to achieve administrative efficiency and implement new control structures. The system would replace an obsolete information system which was thought to be contributing to the deficit. This system, written in FORTRAN, would be replaced by a micro computer network, using a 4GL. The Director of the Institute took no part in the design or development of the new system. The administrator had total control over the system which was launched in 1990. It centralised all vital operations including all purchasing and personnel functions. However, researchers complained about the system, saying the new controls were obstacles to their day-to-day activities and their needs had been ignored in the design of the system.

By the end of 1990 the deficit had continued to grow. Funding organisations were sending in auditors to investigate. In 1991 auditors managed to find something wrong in the accounting relating to computer purchases and staff health insurance. Nobody had questioned any of the transactions since the whole process had been computerised. 

The number of computers registered was larger than the actual number existing on site and prices were very high considering that cheap cloned PCs had been bought. Also payment of health insurance was being made one month late. The money was being deposited in a bank account to earn interest in favour of the administrator who had entered into an agreement with the insurance company to pay thirty days late. This had been agreed by the insurance company as a condition for winning the contract. It further transpired that the computer hardware provider was a close friend of the administrator. The administrator’s control of the information system allowed him to hide these, and other, irregularities. 

The administrator was asked to leave within two hours of this finding. While he was sacked because of the fraud, he was never prosecuted. Administration was carried out for a while by personnel seconded from WHO. Staff were promised an open report on the incident. This report never arrived. Furthermore, they did not find out about the incident until months later.

A new administrator was appointed in 1992. She introduced even tighter controls. The information system was made less flexible and became a ‘bureaucratic toy’. The power of the Director of the Institute was reduced. He could no longer purchase goods of value over $5000 without authority from WHO, nor could he authorise permanent contracts or authorise trips outside Malaysia. WHO were slow in responding to requests for authorisation. Contracts for research and donations, while negotiated by the Director, could now only be authorised by WHO. The credibility of the Institute suffered, its reputation and trustworthiness were questioned.

The new administrator was able to reduce the deficit and eliminate corruption through a top-heavy, centralised administrative process. New obstacles were put in the path of achieving research objectives and research staff were alienated. This resulted in most research project failing to finish on time and within budget. These losses amassed to trigger a crisis in 1995. 

In 1995 the institute’s budget was reduced by 40%, resulting in a large number of redundancies. Morale among staff was low. A concerted effort was made to transform internal administration which was too expensive and inefficient. The administrative function was costing $600,000 per year and threatening the survival of the Institute.

Questions

1. What was the effect of the administrator’s fraud on the Malaria Institute?

2. What was the effect of the fraud on the use of the information system?

3. What type of computer crime occurred at the Malaria Institute: Input, throughput or output?

4. The measures taken in the wake of the computer crime were technical and formal. What could have been done in terms of management practice and personnel policies?

5. Do you think that the Malaria Institute is vulnerable to further criminal activity?

6. How can the Institute encourage self-control rather than imposed control?

7. How could the administrator’s fraud have been prevented?

8. Compare this case study with any other computer crimes you are aware of: what are the similarities and differences?

9. To what extent are technical measures ineffective in preventing computer crime in the absence of managerial action and policies?

10. Is computer crime more likely to perpetrated outside or inside an organisation?

11. What effect does the social and ethical culture of an organisation have on the possibility of computer crime occurring?

2. Chasing Shadows
Read this short story on computer crime, set in the late eighties:
Chasing Shadows  WARNING FILE IS 59 PAGES DO NOT PRINT OFF
What types of computer crime are described?

What causes security problems?

Do you this Morris is effective in his approach to computer crime?
Reading
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