Lecture 20:  Disaster Recovery 
Learning Objectives:
1. To explain why disaster recovery plans are important in IT service management

2. To discuss the process of risk assessment and risk management in the context of disaster recovery.

3. To describe the process of producing a disaster recovery plan
Introduction
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Loss of  Internet connections

Loss of phones

Virus hit

How did Pace’s IT department deal with this?

http://www.legalspan.com/TXBar/xSeminars/TYLA.asp?lEventID=202
Disaster Recovery

Poor relation of IT security

Disasters

Flooding – effect of global warming

Power outages

Virus and denial of services

Earthquakes

Terrorism

Effect of 9/11


Increased awareness


Vulnerability


Rhetoric 

London bombs

“Not a question of whether but when.”
Critical nature of operations.

IT Services Continuity Management
Risk assessment and management


Prevent, detect, prepare, mitigate

Critical services identification

Disaster Recovery Plans

Testing the plans.

Disaster Recovery as insurance

Many companies experiencing a disaster go under within 2 years.

Risk assessment:

Risk: The possibility of suffering harm or loss, danger.

The likelihood that the event will occur
· Estimate probability that event will occur

· e.g. Virus attack, loss of network.

· Risk probability
The degree to which we can change the outcome
· Minimising effect of event occurring.

· Avoid the event occurring.

· Risk Control

Quantification
· Risk exposure =

· Risk impact x risk probability
Risk Management Activities
· Risk Assessment

· Risk Identification

· Risk Analysis

· Risk Prioritisation

· Risk Control

· Risk reduction

· Risk management planning

· Risk resolution

Risk Identification
· Checklists

· Decomposition

· Assumption Analysis

Risk Analysis
· Performance models

· Cost models

· Network Analysis

· Decision Analysis

· Quality Analysis
Risk Prioritisation
· Risk Exposure

· Compound risk reduction

A priority scheme enables you to devote your resources only to the most threatening risks

Risk Reduction
· Hazard Prevention

· Likelihood reduction

· Risk reduction leverage

· Avoid the risk

· Transfer the risk

· Assume the risk
Risk Leverage
· (Risk exposure before reduction - risk exposure after reduction) / (cost of risk reduction)

Risk Management Planning
· Contingency Planning

· Risk element planning

· Risk plan integration
The UK provides a risk assessment methodology called CRAMM (CCTA's Risk Analysis and Management Methodology ). This involves two phases, risk assessment and risk management.

 

Identify and value 

· data assets 

· software assets 

· physical assets (e.g. hardware) 

 

Identify threats (hazards) to groups of assets 

· assessment of level of threat is High/Medium/Low 

 

Identify vulnerabilities of groups of assets 

· assessment of level of vulnerability is High/Medium/Low 

 

Assess level of risk from asset values and levels of threats and vulnerabilities

 

Elements of Disaster Recovery
Formation of Plans

Frameworks 


Backups


Mirror sites


Continuous procedures which are part of everyday life in IT services

Steps for data centre disaster recovery planning 
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	A business continuity process needs to be defined by every organization for disaster recovery planning.
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	Identify  critical business processes
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	Risk analysis possibly using data centre disaster risk recovery software
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	Development of business continuity plans
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	Clearly agree on data recovery times, escalation procedures and timeframes.
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	Implementation and testing of Business continuity and data centre disaster recovery plans
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	Review and maintenance of data centre recovery plans

	
	







From www.data-recovery-reviews.com

Steps

Initial response team


Evaluation


Moving to another site.

Restoration


Network infrastructure


Data, Software, hardware


Damage control on affected site

Recovery operations team


Establishing networks at alternative site

Logistic support team

Transport and accommodation for employees


Alternative office facilities

Recovery Strategies

Vendor Maintenance


Vendor provides recovery

Quick Shipping Programme


New hardware in 24 hours

Hot Site


Fully equipped, ready-to-go.

Fairly local.

Cold site


Computer-ready empty building

Mobile recovery


Computers, power, staff facilities in trailers.

Mirror site


Similar to hot site, but systems are updated all the time.

Testing

Verbal walkthrough

Test run with imagined scenario.

Concepts
Risk assessment. Mitigation. Risk reduction.  Business continuity. Hot site. Cold site.
Questions
Contrast risk reduction and risk resolution.

Contrast hot and cold sites.
What is the value of an approach such as CRAMM in planning for disaster recovery?
Activities
Find some examples of disaster recovery plans e.g. Wiltshire County Council.

Consider how are the plans tested? What are suppliers roles in the plan?

To what extent do you think the plan is justified in its costs? Or are the risks too unlikely to justify the investment.
Reading
 Oregon University System (2003) Disaster Recovery Plan www.ous.edu/its/technology/DRP_Exec_Overview.pdf
Wiltshire County Council (2005) Business Continuity Plan 

www.wiltshire.gov.uk/business-continuity-plan.pdf
Hawkins, S.M., Yen, D.C. and Chou, D.C. (2000) Disaster Recovery Planning: A strategy for Data Security. Information Management and Computer Security 8, 222-229.
