Lecture 17: Incident and Problem Management 
Learning Objectives:
1. To  understand the role and processes involve in incident management

2. To be able to compare incident management and problem management

3. To describe the role of helpdesk systems in incident and problem management.
Incident management
ITIL terminology defines an incident as:

Any event which is not part of the standard operation of a service and which causes, or may cause, an interruption to, or a reduction in, the quality of that service 

            (Wikipedia)
Firefighting – restoring normal service as quickly as possible

Dealing with :

Failure of applications

Failure of hardware

Service requests such as forgotten passwords

Key Issues

Speed of recovery


Priority of dealing with requests

May Involve


Work-around


Temporary laptop


Moving to reserve/ backup server.


Correcting program / rebooting system

But actual long term solution is seen as part of problem management.

Relationship with other aspects (disciplines ) of IT service management

Configuration Management – what part has gone wrong?

Problem Management – actual long-term solutions to problems and proactive analysis of problems

Change Management – what change to technology or processes is needed as a result of the incident?

Service level management – has fast did we promise / agree to deal with this incident for this client?

Availability Management – How have we planned to bring systems back in action?

Capacity Management – Does the incident suggest needs for changes here?

Incident Management Workflow

Defining the process:

Level 1 Helpdesk   Receive call (possibly by email)  Try to answer the request.

Level 2  Management – escalation

Level 3  System analysts and suppliers

Level 4  Suppliers

Example Helpdesk call life cycle

The following out lines the process by which a cal to the help desk is resolves and closed:

· Call received by helpdesk administrator 

· Call logged against user's unique telephone pin number.

· If helpdesk administrator can resolve the problem, assign call to herself, resolves problem and notifies users (for example, resets password).

· Helpdesk administrator assigns priority.

· Call appears in First line worklist displayed on all helpdesk analyst's PCs.

· Call transferred to other teams e.g. Unix team if not within expertise of helpdesk team.

· Support analysts decide which calls to take on. Usually calls that have been in the system longest are addressed first.

· Analyst makes initial diagnosis. Calls are often repetitive and same symptoms frequently appear. 

· Analyst may fix problem before contacting user. 

· Analyst may contact user to get more information or visit user. 

· Analyst reassesses priority and may reduce call priority.

· If contact cannot be made with user, call is closed after two days.

· Calls that cannot be resolved are passed on to other technical teams who take over responsibility for closing the call.

· Call requiring external companies are assigned to P priority, and then appear on a separate workload list. Similarly calls from satellite sites which require parts  are re-categorised as P on a separate satellite worklist.

Means of Contact

Telephone

E-Mail

E-Support

Call Prioritisation
Allocation of scarce resources

Impact

Urgency

Priority

Medical Prioritisation

Transplants – Evaluation of patient’s condition

· Weighting by time on waiting list.

Accident and Emergency

Triage


Deferral of stable patients


Judgement on clinical severity

Emergency / Disaster


Ration according to perceived value


Emergency workers first


:Less wounded back to work.

Oregon Health Services


Public rating of conditions


Ranking of 709 treatment / condition pairs

Helpdesk Service Rationing

Service rationing will be affected by:
Effect on the organisation's customers, 

The technical severity, 

The role and perhaps status of the user (or the person the user is acting for),

The size of the effect of the problem in terms of the number of users affected

Overall effect on the business and the nature of the work. 

Help desk at Purdue University North Central  (Purdue, 2000):

Priority 1: Student Computer Labs While Class is in Session. This would include items causing a computer or printer to be unusable during class time. 

Response Time: Immediate and called in to the technician by radio. 

Priority 2: Faculty Classroom Support and Time Sensitive Essential Business.

Faculty classroom support involves correcting difficulties the faculty may encounter with currently installed student lab software and lab printing services. Critical business functions essential to the business of the university. Examples include bursar customer support, advisors unable to schedule students, or financial aid unable to record transactions. 

Response Time: Within one day. 
Priority 3: Non-Routine Required Work. Most help desk calls fall under this priority. Items included in Priority 3 are general software and hardware problems. 

Response Time: 1-5 working days 
Priority 4: Regular Routine Work. This priority is reserved for things such as planned system upgrades, back ups of network hardware, and the creation of accounts on our servers. 
Response Time: 1-5 working days 
Priority 5: Special Purpose Events, Software and System Upgrades.Special Purpose events are things such as setting up special computers for presentations or demonstrations or setting up computers for a one time event. Software and/or system upgrades include installation of new hardware or software. 
Response Time: 1-2 weeks for special purpose events; two to three months for software and system upgrades.

From Problem to Customer
Focus of helpdesk is on dealing with the ticket / incident

This may led to


Repeated incidents


Not considering long-term solutions.


Emphasizing reactive behaviour

Focus should move to Customer

Customer Profile



Role



IT education



System usage 



Individual IT benefits



Helpdesk contact history

By understanding the customer we can solve root problems,

Change customers behaviour

Provide education

Tailor benefits so right information is provided

Customer profiles may also help in prioritisation.

Helpdesk Systems

Incident management cannot be effective without the support of an information system.
Helpdesk systems will support the tracking of calls and the management of incidents until closure.

Leading helpdesk systems include:

Remedy

Marval

Tivoli (IBM)
HP Openview Service Desk
The following from the Marval website outlines the incident management functions in Marval’s offering:

The heart of your support environment: Incident Management.

MSM's Incident Management allows customer incidents to be recorded and maintained through to completion. Once logged in MSM, a request will never be lost, forgotten or ignored.

Powerful and proactive features provide you with a wealth of information to ensure a customer request is resolved at the first point of contact. Customer history includes: 

· Last time the customer called in, who they spoke with, and what was said. 

· Their outstanding requests (incidents, problems, changes and tasks). 

· Details about the customer: what equipment they have, what major business services/applications they use, etc. 

· Any existing known errors which match their incident. 

· Standard check lists and questions to ask. 

· Knowledgebase searching.

A quick call can be logged in 5 seconds - Guaranteed.

Customers can be quickly identified by:

	· Name 

· Customer key (eg. Computer ID) 

· Telephone number 
	· Telephone extension 

· Post/ZIP code 

· Location
	· Asset number 

· Department
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	Key features include:

· Major incident handling. 

· Extensive reporting. 

· Simple and easy call logging. 

· Automatic screen fill of user information. 

· Call assignment and reassignment. 

· Web Enabled Service Calls for logging, reviewing and updating incidents and changes. 

· Auto incident prioritization and business impact setting. 

· Auto customer email/Fax confirmation. 

· Quick closure for routine requests (eg. password resets).


Note the importance of customer details (i.e. customer profile) and the use of knowledge bases.

Problem Management

The goal of Problem management is to minimize the adverse impact of Incidents and Problems on business that are caused by errors within the IT infrastructure, and to prevent recurrence of incidents related to these errors. A `Problem' is an unknown underlying cause of one or more incidents, and a `Known error' is a problem that is successfully diagnosed and for which a Work-around has been identified. The OGC defines problems and Known errors as follows:

A problem is a condition often identified as a result of multiple Incidents that exhibit common symptoms. Problems can also be identified from a single significant Incident, indicative of a single error, for which the cause is unknown, but for which the impact is significant.
A known error is a condition identified by successful diagnosis of the root cause of a problem, and the subsequent development of a Work-around.
(Wikipedia)

Problem management is linked in ITIL with incident management. 

It involves providing solutions to incidents

Problem management should be characterised by


Proactivity


Analysis


Knowledge management


Prevention

Problem Management will involve:
Trend analysis

Design and delivery of client education

Understanding systems and their weak spots

Co-ordination with suppliers

Understanding clients, their jobs and how they use systems

Remote diagnostics, support and healthchecks of systems

Development of FAQs and e-support

Successful problem management will reduce incidents and feedback to systems design. Hence design and implementation changes as a result of problem management.

Even if problem management results in correct analysis, problem may be in lack of resources to implement a solution.

Problems may be result of in-built design problems.

[image: image1]
Knowledge management is important in the process of problem management.
Communities of practice need to be established.

Possible role of autonomic computing in problem management.
Concepts
Incident management, workflow, call priority, proactive versus reactive helpdesk system, known error.
Questions
Explain the role of a helpdesk system in problem and incident management.
What is the link between incident management and problem management?

How might the development of a customer profile help in incident management?

What is the main goal of incident management?
Activities
Select a university ICT department, for example Imperial College, London.
Explore the facilities they offer.

How do they control use of the helpdesk? What type of e-support do they offer?
Case Study: Energy Technologies Help Desk

Introduction

Energy Technologies is concerned with innovation in energy and fuel delivery sector. Its headquarters houses a research and development centre with some 650 employees. The site also contains the company's head office and substantial conferencing facilities.

The help desk, situated in the IT Services department provides IT support for the employees at headquarters and a further 250 employees at satellite sites across the UK. Some employees use a remote dial-in connection to work from home or remote offices.

The network supports 900 PCs running Windows NT and 30 Unix server.

The help desk operates throughout core working hours with 5 staff, dealing with around 65 calls a day. Eighty-five percent of the calls are resolved by the help desk team. The remainder are passed on to other teams in IT Services. During a two year period of involvement with the help desk there was always a queue of outstanding work.

Users may report problems by telephone, email, paper forms or in person. Calls are logged on the Royalblue helpdesk for Windows system (now owned by Touchpaper), using the callers extension number as a key. A brief description of the problem is entered and the call is given a priority assignment. Calls appear on the workload list in the system and escalate automatically as time elapses, Closed calls are logged in the database and can be reviewed if necessary. 

Call Prioritisation

The prioritisation system at Energy Technologies involves five categories:

Category A. Urgent, Highest Priority. Problem stopping staff from working which is dealt with immediately, if possible. Examples include PCs not powering up, and users unable to log on to the network.

Category B. Important. Standard priority assigned to most calls passing through the help desk system.  

Category C. Non-Urgent. Calls deemed non-urgent. This category includes calls concerning non-standard software, software evaluations or calls not directly related to the user's work.

Category I.  Incident.  Disruptive problems affecting many users. Examples include loss of part of network and the presence of a computer virus. These calls are monitored by higher management and the IT department is set targets to reduce the number of calls with this category.

Category P. Pending. Calls on hold. The call may be waiting a part or service from a supplier, or the user cannot be contacted. 

While staff may change the priority of calls, and additional automatic call escalation system operates within the helpdesk system whereby the system changes the colour of the call and moves it up the list of open calls. Table 1 list the call escalation values for Energy Technologies, showing the elapsed time in minutes for a call to be escalated depending on its priority.

	Priority
	Escalation 1

(Turns green)
	Escalation 2

(Turns yellow)
	Breached

(Turns red)
	Breach 2

(remains red)

	A
	0.5
	1.0
	1.5
	3.0

	B
	2.0
	6.0
	8.0
	16.0

	C
	8.0
	20.0
	24.0
	48.0

	I
	0.5
	1.0
	1.5
	3.0

	P
	40.00
	N/A
	N/A
	N/A


Table 1: Priority Escalation Sequences

Escalation and De-escalation Strategies

Within this call life cycle, the analysts first contact with a call is when it appears in his worklist. It was clear from the interviews that almost all calls are allocated to Priority B when they arrive at the help desk. The few calls may be judged as A priority by the help desk administrator. These calls are acted on immediately by a help desk analyst, according to a rota system. A priority calls are rare: none appeared at all in the week's call log entries which were analysed as part of this research. When reviewing a workload list, the analysts tended to focus on the description of the problem and ignore the priority.  

Analysts suggested in interviews that calls tended to remain a B priority if the call was simple and could be closed quickly. Calls were de-escalated from B to C if:

· The servicing of the call look likely to be a long and drawn out process;

· The analyst was working on the problem and did not want the call to escalation;

· The call was being passed to another team;

· The user could not be contacted.

When there was a very busy period, analysts would contact users to explain that they would get back to them when there was less of a workload and then reduce the priority to C.

As noted, the helpdesk system itself escalates calls by changing the call's colour on the workload screen after a defined time interval. Analysts never escalated a call's priority.

Aggregate Data extracted from the RoyalBlue help desk only indicate the priority of the call when it was closed. While initial priority of each call could be obtained from a detailed printout of call details, this was only done for a small sample of calls. Since almost all calls are logged as Priority B, the priority of the call when closed was of more significance in studying the use of the call priorisation system.

Only 41.1% of closed calls were of Priority B. This suggested a high level of call priority changing, or de-escalation. Indeed, 45.5% of calls in the week-long sample had been de-escalated to Priority C and 12.9% to Priority P. Contingency tables were constructed comparing call priority classification with type of user group generating the call and type of problem.  More calls from the Science and Engineering department were de-escalated (64.2%) than from administration (41.6%). It could be that there was a greater complexity to Science and Engineering calls that was causing greater de-escalation by analysts. Analysis of the effect of the type of problem on final call classification (Table 2) shows significant differences for different problem types. 

	Problem Type
	Priority C
	Priority B
	Priority P

	PC Software
	53.7
	36.6
	9.7

	Windows NT
	31.4
	57.1
	11.4

	PC Hardware
	44.8
	27.6
	27.6

	Printing
	45.8
	37.5
	16,7

	Outlook (Email)
	72.7
	27.3
	0

	Passwords
	12.5
	87.5
	0

	Network
	66.7
	16.7
	8.3

	Unix
	33.3
	66.7
	


Table 2. Final Call Classifications for different types of call (Percentages of total number of calls for a given problem type. Total number of calls analysed: 207)

Questions

 

List any problems the Energy Technologies help desk manager needs to address.

Suggest improvements for Energy's helpdesk call life cycle.

Comment critically on Energy's call prioritisation system and escalation/de-escalation strategy.

Suggest an improved approach to call prioritisation and call escalation/ de-escalation.

Do you think it will be possible to reach a point where there is no outstanding work?

Reading
MARCELLA,R. and MIDDLETON, I. (1996) The role of the help desk in the strategic management of information systems. OCLC Systems and Services 12 (4) 4 - 19.

Purdue University North Central (2000) Help Desk Terms of Service (now removed)
Design changes





User education





Requests for change





Supplier Links





Knowledge base





Incidents








